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Profile

I am a motivated and passionate student with a strong interest in Cybersecurity, IT, and
Frontend Development. Currently pursuing my studies in IT while gaining hands-on practice in
ethical hacking labs, vulnerability scanning, and web application testing. | am eager to apply
my skills in a professional environment, learn from experts, and contribute to building secure
systems.

| consider myself a fast learner, good communicator, and problem-solver. My curiosity drives
me to explore new tools, technologies, and techniques. | also enjoy sharing knowledge with
peers, simplifying technical topics, and creating awareness about cybersecurity.

Education

Bachelor of Science in Computer Science (BSCS) 2025 - Present
Virtual University of Pakistan Lahore Pakistan
Currently enrolled in a 4-year BSCS program focused on core areas of

programming, databases, networking, and cybersecurity.

Fine Arts in Information Technology (FAIT) 2022 - 2024
Aspire College, Lahore Lahore
Studied IT fundamentals, computer hardware, networking basics, and

cybersecurity labs.

Technical Skills

Cybersecurity & Networking ’

Networking & Troubleshooting: (TCP/IP, DNS, HTTP/S basics)

Operating Systems: Windows, Kali Linux

Penetration Testing: (Practice Labs: XSS, SQLi basics) ’

Vulnerability Scanning: (Nessus, Nikto, Acunetix, Nmap) ]

OSINT & Information Gathering: (Emails, Usernames, Social Media)

Reporting: (Technical & Simple Executive Reports)
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Languages

English Urdu
Fluent Native

Punjabi
Native

Additional Information

Age — 20 |

Interested in research on new technologies, cybersecurity tools, and digital defense

strategies. |

Open to internships, part-time opportunities, and collaborative projects in IT &

Cybersecurity.

Projects (Academic & Practice-Based)

Vulnerability Scanning Labs
Conducted scanning on practice labs using Nessus, Acunetix, and Nikto. Learned to identify
vulnerabilities and prepare structured reports.

Web Application Penetration Testing (Lab Practice)
Practiced basic web vulnerabilities like XSS and SQL Injection using Burp Suite and test
setups.

OSINT Case Studies
Conducted small OSINT tasks on usernames, emails, and social media as practice for
reconnaissance.

MITRE ATT&CK Case Study (Group Project)
Worked on MITRE ATT&CK framework, studied attacker techniques, and created a report (PDF).

Cyberster — Al Assistant for Cybersecurity
Contributed to an Al chatbot concept for cybersecurity students. Focused on education,
anonymity, and research support.

Exploiting Windows 7 via EternalBlue (MS17-010) [Lab Practice]
Practiced exploitation using Metasploit in a controlled environment to understand real-world
attack vectors.

Frontend Development Projects
Created personal portfolio websites, responsive pages, and Ul experiments using HTML, CSS,
and basic JS.

Graphic Designing Work
Designed social media posts, thumbnails, and practice logos using Canva & Photoshop.




Certificates

* Introduction to Cybersecurity — Cisco Networking Academy
* ISO/IEC 27001:2022 Information Security Associate — SKILLFRONT

« Networking Basics — Cisco Networking Academy (In Progress, Expected July 2025)

Frontend Development

[ HTMLS5, CSS3 — (Proficient) ’ Basic JavaScript — (Learning Stage)

Responsive Web Design & Ul Styling

Other IT Skills

Computer Hardware & Troubleshooting

Microsoft Office — (Word, Excel, PowerPoint) ]

Graphic Designing — (Adobe Photoshop, Canva, lllustrator basics)

Soft Skills

Communication & Teamwork ‘ Problem-Solving & Analytical Thinking

Self-Learning & Research-Oriented Teaching & Mentoring Beginners

Creativity & Design Thinking ’ Time Management & Discipline

Adaptability & Continuous Learning




